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TOM TAT

IoT la mot xu thé phat trién vuot trdi cta linh vic dién tir ¢6 phd ting dung rong rai
trai khép cac linh viee kinh té - xa hoi. Nghién cttu bao mat cho cac hé thong IoT sé
gop phan gia tang tinh kha thi va thic ddy kha néng hién thuc hoa cac hé thong dién
te ¢& 16n dap tng tot hon cdc nhu cau phat trién cua xa hoi. Giai thuat ma héa
COMET véi trong tam 1a khoi ma hoéa xoan theo ch& do dém khong duing SBOX dé
toi wu tai nguyén trong qua trinh thuc thi d6ng thoi nang cao kha nang bao mat
thong tin. Trong bai bao nay tap trung phan tich,thuec thi giai thuat COMET va da
thu duoc két qua danh gid budc dau dang tin cay. Dong thoi két qua tong hop cua
thiét k&€ da ching minh dwoc kha nang tng dung cta giai thuat vao cac thiét ké hé

thong IoT la hop ly.

Tt khoa: Bao mat, IoT, LWC - LightWeights Cryptographic.

1. MO PAU

Xu th€IoT da va dang la hudng phat trién duwgc quan tdm hang dau ctia linh viee
dién tx va cong nghé hién dai. Kha nang ting dung linh hoat va hiéu qua trong da linh
vuec tlr san xuat ndong nghiép, cong nghiép dén y t&€ va ca quan su. BPong thoi IoT ciing la
diém dau ctia nguon di liéu da dang va rat quan trong trong xa hoi hién dai, nguon dix
liéu nay can duoc bao vé va tang tinh ciy cta tat ca cac hé thong IoT. Tuy nhién, hé
thong IoT lai thuwong stt dung cac diém nat c6 cac vi xt ly hodc vi diéu khién t6i gian ¢
nhiéu han ché€ vé tai nguyén. Diéu nay tao nén rang budc kho giai quyét duoc tron ven
bai toan bao mat trong cac hé thong IoT.

Cong trinh nay dwoc phét trién trong dinh hudéng st dung cac giai thuat ma hoa
hiéu qua cao nhung lai yéu cau it tai nguyén cua hé thong — LWC (Lightweight
Cryptography) [1]. Giai thuat COMET duoc phat trién trén nén tang xoan tron dit liéu
dé tao ban tin ma hoa gia ngau nhién nhung lai khong st dung nguyén ly SBOX da phd

139



Nghién ciru va thwe thi b md héa bao mat theo thudt giai COMET v6i khoi 128bit

bién trong dinh huéng ma hoa PSA da co.

Bai bao nay tap trung vao kha nang chuyén doi giai thuat COMET da duoc phat
trién trén nén ma ngudén C++ cua NIST da cong bd thanh kién tric kha thi trén nén cong
nghé FPGA va c6 thé phat trién thanh ASIC.

2. GIAI THUAT MA HOA COMET

Giai thuat ma héa COMET duoc dua vao cac vong tuyén chon tiéu chuan ma hda
cho cac h¢ thong IoT ctia NIST da la mot minh chiing song dong cho su tin cay va hiéu
qua cua thuat toan nay. Thuat todn ma hoa COMET (Counter Mode Encryption with
authentication Tag) la su két hop gitta ki thuat xodn dit liéu véi thé xac thue d€ tao ra
mot co ché ma hoa an toan bao vé cac hoat dong truyén tin [2] [3] [3]. COMET st dung
ché& @6 dém dé ma hoa thong qua viéc xoan khoa va dit liéu lién két tao nén mot chudi
bit gia ngau nhién va sau d6 duoc XOR véi ludng bit ctia ban tin dé tao nén ban tin ma
hoa. Thé xac thuc la mot dot pha quan trong cua thuat toan COMET, thé xac thuc sé cé
tinh quyét dinh trong quaé trinh ma hoa va giai ma vi day chinh la ting khda cudi cung
d€ phia giai ma xac dinh d¢ tin ciy cua thong tin dugc lan truyén. Toan bo qua trinh
thiec hién ma héa va giai ma cta thuat toan COMET dwoc mo ta nhw trong Hinh 1.
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Hinh 1: Nguyén ly ma héa va giai ma COMET [4]
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Céc vu diém noi troi caa COMET:

v Bao mat: COMET dam bao tinh bao mat ctia dix liéu b:?mg cach ma hoéa dir liéu
bang ki thuat ma héa Ché d6 truy cap.

v" Tinh toan ven: Cac thé xac thuc dam bao tinh toan ven cuia dix liéu, vi bat ky stra
déi nao trong qua trinh truyén sé dan dén viéc thé khong khép khi xac minh.

v Hiéu qua: Ché d6 ma hoa Counter Mode cia COMET hiéu qua d6i véi cac tap
dtt liéu 16n vi no6 cho phép ma hoa va giai ma song song.

v Khong tir chdi: Co ché x4c thure ¢6 thé cung cap bang chiing cho thay dit liéu co
nguon gdc tir nguoi guri.

V' Giao tiép an toan: COMET phu hop d€'lién lac an toan qua cadc mang khong dang
tin cdy, vi né ngan chdn viéc nghe 1én, gia mao va hong dit liéu.

v Diéu quan trong can luu y 1a mdc du COMET cung cdp cac tinh ndng bao mat
manh mé, nhung hiéu qua cua né phu thudc vao viéc trién khai dung cach, quan
ly khoa va tuan thu cac phuong phap hay nhat vé bao mat.

Tt nguyén ly ma hoa ctia giai thuat COMET, tai cOng trinh [5] da thuec hién dwoc
khoi ma hoa trong tdm trén nén tang CHISEL, la mot cong cu két hop vdi ngdn ngr mo
ta bac cao. Trong bai bdo nay ching t6i ti€p tuc phat trién va hoan thién toan bd chic
nang ma hoa ctia giai thuat COMET béng cach str dung triec tiép ngdén ngit mo ta Verilog
va cong cu Quartus hd trg tong hop 1én KIT DE2-115.

3. KIEN TRUC PE XUAT CHO KHOI MA HOA

Giai thuat COMET la mét hudng phat trién cia nhom cac giai thuat mat ma hoa
khoa cong khai — PSA von rat dugc phd bién trong linh viee cong nghé thong tin, va noi
bat van la thuat giai AES da va dang duoc ting dung cho mang toan cau Internet. Cac
giai thuat RSA von chu yéu st dung cac khdi xdo tron thong tin nham ngau nhién héa
dé€ bao mat thong tin von can rat nhiéu tai nguyén tinh toan. COMET duoc phat trién
theo nguyén ly han ché tinh todn ma tap trung vao hoat dong xoén tron dé ngau nhién
hoa dit liéu. Do vay, giai thuat COMET sé khong yéu cau nhiéu tai nguyén cuia hé thong
va pht hop véi cac ting dung nho gon ctia xu thé€ IoT hién dai.

3.1. M6 ta kién trac chung

Qua qua trinh tim hiéu va thtr nghiém cu thé v6i b ma héa COMET 128bit trén
ma nguon C++ da duoc chuan hoa, giai thuat ma héa COMET duoc chuyén hda thanh
giai phap cting hoéa thong qua ngon ngtr md ta phan cing Verilog. Trong Hinh 2 md ta
nguyeén ly td chirc kién tric dé xudt cho bd ma hoa dé thyc hién thuat giai COMET trén
nén tang FPGA va cting ¢ thé hudng dén kha néng tong hgp kha thi trén ASIC.
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Hinh 2: Kién triic dé xuat cho bd ma hda

Trong kién tric dé xuat nay bd ma hda van dugc chia thanh bn khéi con co ban
la khéi thiét 1ap INIT128, khoi xtr ly div liéu lién két PROC_AD, khdi ma hda bang tin
PROC_PT va khéi tao TAG. Tuy nhién, trong qua trinh cting hoa giai thuat dwoc dé xuat
ttr phan mém khong thé linh hoat twong déng hoan toan ma can cai bién va thich tng
véinguyén ly thiét ké vi mach. Do vay, bai bdo nay chi tp trung vao hoat ddng ma hda
véi cac khoi tin khéng 16n hon 128bit va duoc lwong hda theo s6 luwong 1byte=8bit.

3.2. Mo ta chi tiét

Thuéat toan ma héa COMET 14y trong tam la khdi ma hoéa BLOCK_CIPHER c6
chttc nang xoén dit liéu dau vao dé tao khai dit liéu ngau nhién c6 ciing kich thudc nham
téng tinh bdo mat. Trong cong trinh [5] da dé xudt chi tiét nhung bang ngon ngir CHISEL
gan véi cac ngdn ngir bac cao nén chua phu hgp véi nén tang FPGA ciing nhu kha nang
tong hop va kiém thuec trén cac cong cu danh cho linh vuc thiét k€ vi mach. Trong bai
bdo nay chiing t6i phat trién lai kh6i ma hda nay va tir d6 xay dung day da cac khoi chiic
nang dé tong hop thanh mét bo ma héa COMET hoan chinh. Trong Hinh 3 mo6 ta cu thé
kién trac chite nang thiét 1ap dir liéu dau vao tir khoa cong khai KEY va khéi NONCE

dé tao cac luong bit dau vao ma hoa.

rst_n » rst n o_valid » 0_valid
clk > clk o_ready 1« o_ready
i_valid i_valid

_ . BLOCK_CIPHER o_ct 4‘ 0_Z
i_ready < i_ready

PN -—128—> i_pt
i K #— 123|-> i_key

7> oY
[

Hinh 3: Kién truc thuc hién chite ndng thiét lap chubi dit liéu dau vao bo ma hda
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Tt ludng bit dau vao ctia khéi thiét 1ap sé dwoc xoan tron tiép véi dit liéu lién
két d€ tang tinh ngau nhién hda ctia di liéu thong qua chitc nang x ly dit liéu lién két
PROC_AD nhu trong Hinh 4.

PROC_AD
rst_n st n o_valid » 0_valid
o_read
clk oIk o_ready | y
i_valid i_valid
) BLOCK_CIPHER o_ct
i_ready < i_ready - - |
128
iX 128 > i_pt L—
UPDATE B=0 -120- oY
iz - i_key >

i_ad -

i_adlen
128 ;# o_Z
Hinh 4: Kién truc dé xudt cho khoi xt ly di liéu lién két.
PROC_PT
rst_n st n o_valid o_valid
olk clk o_ready o-ready
i_valid i_valid
) ) BLOCK_CIPHER  o_ct
i_ready < i_ready 12I8 L1o 0.0
i X 128 > i_pt L—> x
UPDATE B=1 =12 oY
iz -— 12812" > i_key >
i_ad -—12 PARSE 128:
i_adlen

128 :~ 0.z

Hinh 5: Kién truc chi tiét cia khoi chite ndng xtr ly di liéu ban tin.

3.3. Két qua tong hop bang céng cu Quartus

Thong qua qué trinh phan tich chitc ndng cu thé bd ma hoéa duoc thuc thi bing
ngon ngit thiét k& Verilog két hop vdi cong cu Quartus d€ tién hanh mé phéng va kiém
thuc cu thé. Trong Hinh 6 1a két qua tong hop thuc t&€ ctia b ma héa COMET 128bit tir

cong cu RTL viewer.
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220

para_regireq_adien

‘ | init128:encrypt init

i_adlen4..0] [

5 i ready

ikey[127..0] -
i_nonce[127..0] [

proc_ptienarypt_pt

k[
D o_ct[127.0]

para_regreg_

i_mlen[4..0] [
i_vald [~

R e R
| i vaid [o_vaid T o vic
=

o_ready >
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rstn [O—o

Hinh 6: Kién truc chtic nang cia bd ma héa COMET tdng hop duoc
Va trong cac Hinh 7 va Hinh 8 la kién truc thuc té€ ching t6i da xay dung tuong
tng voi cac chirc nang xw ly dit liéu két hop voi xtit ly dit liéu ban tin. Qua cac két qua
tong hop déu cho thay su hop ly va tin cdy cua dé xuat kién trac da trinh bay trong cac

muc 3.1 va 3.2 ciia cong trinh nay.
proc_ad:encrypt_ad

E 3\
block_cham:ad_blk_cham
clk
i_ready i_ready
i.X[127..0]]
iivalﬂ o_valid
o_ready| 0_Z[127..0]
rst ol
permute:ad_permute
update0:ad_upd0
LZ[IZ?.‘(E i Z2[127..0° 0_7[127..0]
i_ad[127..0]
_O_Y[127,.0]
i_adlen[4..0]

Hinh 7: Kién truc chi tiét chitc nang xw ly dit liéu lién két — AD
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proc_pt:encrypt_pt
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k] el
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X127 Lpt{127.0] o t[127.0]

valid Lvalid o valid 0_valid

o_ready o_ready

st n rst_n

Hinh 8: Kién truc chi tiét khoi xte ly thong tin dau vao

4. MO PHONG DE PANH GIA THU NGHIEM
4.1. M6 phong khdi chirc ning

Bai bao nay duoc thuc hién theo nguyén tac thit nghiém song song gitta qua trinh
tim hiéu va sit dung ma nguon chuan héa ctia giai thuat COMET dé€ ting budc xay dung
cac khéi chirc ndng bén trong bo ma hoéa. Nhu trong Hinh 9 la két qua mo phong kiém
thuc cua khoi chiic nang thiét 1ap dau vao véi dir liéu khoa KEY va NONCE da thw
nghiém trén ma nguon C++. Hinh 10 thé hién két qua md phong danh gia véi dix liéu
lién két dwoc xodn tron voi dit lieu thu dugc tir khéi thiét 1ap dau vao. Va Hinh 11 1a két
qua md phong danh gid qua trinh xtt ly dit liéu ban tin véi ludng bit da duoc xoan tron
tte hai khdi chitc nang trude d6 la INIT va PROC_AD.

0f0e0d0c0b0a09080706050403020100 [0
0f0e0d0c0b0a03080706050403020100 |0
979bf7971a7554a3edff8038385c3b21
0f0e0d0c0b0a09080706050403020100 [0

[St1
0f0e0d0c0b0a09080706050403020100
979bf7971a7554a3edf8038385c3021
0f0e0d0c0b0a09080706050403020100
10000
9f9bf7971a7554a3dbff007070b87659
1

St0
4b0db22849a8e07b34561ce942939846 ||

Hinh 10: Két qua danh gia khoi chitc ning xo0dn tron dit lidu lién két
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Hinh 11: Két qua md phong danh gia khoi chitc nang xi ly di liéu ban tin.

Céc két qua thu duoc tir qua trinh mo phong déu duoc ching t6i so sanh véi noi
dung thu duoc khi sit dung ma nguon chuén hoa tir cac nhém nghién ctru tai NIST [1].
Két qua thu duoc tir hoat dong md phong danh gia 1a twong dong véi két qua thuc hién
bang ngdn ngir C++ ctia giai thuat COMET da cung cap.

4.2. Danh gia hoat dong trao ddi dir liéu v6i dau ra

B ma hdéa cua giai thuat COMET duoc hoan thién sau khi da dwgc mo phong
kiém thuc ting khoi chitc nang chi tiét. Hinh 12 trinh bay két qua mo phong danh gia
bd ma hoa vdi bon khai dix liéu dau vao dong thoi la khoi dix liéu khoa KEY, khdi khoa
cong khai NONCE va ca dit liéu lién két va dit liéu ban tin can truyén di. Do dic diém
ctia giai thuat ma héa COMET st dung nguyén ly vong 1dp dé xoan tron thong tin sé can
nhiéu chu ky thyc hién. Do vay, trong qua trinh tong hop bo ma hda ching to6i da bo
sung thém cac thanh ghi di liéu dau vao d€ ludn bao dam di liéu 6n dinh xuyén sudt
qua trinh ma hda.

.

i
=3
o

=X
e
8
A
R

Hinh 12: Két qua mo6 phong toan bd hoat dong ma héa COMET.

5. KET LUAN

B6 ma hoa COMET duoc dé xuat va thuc thi hoan thién cho thay kha nang trién
khai giai thuat nay cho hoat dong bao mat trong qua trinh truyén thong ctia cac hé thong
IoT 1a hoan toan kha thi. Két qua téng hop tir kién trac dé xudt trong cong trinh nay
duoc trinh bay nhw trong Hinh 13. Trong cong trinh nay ching t6i st dung ky thuat mo
ta ndi day dé xtr ly cac diém ntt tao xoan dit liéu trong giai thuat COMET. Ky thuat nay
cho phép t6i wu tai nguyén st dung dong thoi bao dam kha nang thay déi tic thoi trong
cac budc xodn trong qua trinh thuc hién cac ché do dém.

Do vay, véi KIT DE2 115 chi la mét KIT FPGA dung cho sinh vién chuyén nganh
budc dau ti€p can vai linh vuce thiét k€ vi mach, nén c6 tai nguyén rat han ché. Va trong
két qua tong hop lai cang cho thdy vu diém cua giai thuat ma hoa COMET la can rat it
tai nguyén; trong bang két qua thi toan bd ma héa khong chiém qua 3% tai nguyén cta
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chip FPGA va hoan toan co6 thé két hgp vodi cac chire nang khac dé hoan thién mot con
CHIP cho phép vira xtr ly thong tin (vi xtt ly - puP) vira c6 chitc ndng ma hoa bao mat
thong tin.

Flow Status Flow Failed - Sun Aug 13 13:53:00 2023
Quartus II 64-Bit Version 13. 1.0 Build 162 10/23/2013 51 Web Edition
Revision Mame encrypt
TopHevel Entity Name encrypt
Farmily Cyclone IV E
Device EPACE115F23CT
Timing Models Final
Total logic elements 3,804/ 114,480 ( 3 %)
Total combinational functions 3,906 f 114,480 (3 %)
Dedicated logic reqisters 946 f 114,480 ( < 13%6)
Total reqgisters 245
Total pins Ta4/281(279%:)
Total virtual pins ]
Total memory bits 0/3,981,312(0%)
Embedded Multiplier 9-bit elements 0 /532 (0 %)
Total PLLs 0/4(0%)

Hinh 13: Chi phi thiét k€ cia bd ma héa COMET thu duoc.

Ttr thanh cong cua hoat dong nghién ctru va thiee thi b ma héa COMET ciing
tao nén xu thé nghién cttu d€ cting hda cac giai thuat bao mat LWC tng dung cho hoat
dong truyén thong cua cac hé thong IoT néi chung. Dinh hudng trong thoi gian téi nhém
nghién ctru sé tiép tuc hoan thién giai phdp bao mat cho truyén thong IoT bang giai thuat
COMET g6m ca bd ma hoa va giai ma.
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ABSTRACT

The Internet of Things (IoT) is a remarkable development trend in the electronic
field, with a wide range of applications across numerous economic and social
sectors. Security research for IoT systems contributes to increasing feasibility and
promoting the realization of larger-scale electronic systems that better meet social
development needs. The COMET encryption algorithm, focusing on counter mode
encryption without using SBOX to optimize resources during execution, enhances
information security. This research focuses on the analysis and implementation of
the COMET algorithm, yielding promising initial assessment results. Additionally,
the synthesized design outcomes demonstrate the rational application of the

algorithm to IoT system designs.
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Linh viee nghién civu: Thiét k€ vi mach, hé thong nhing — IoT.
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